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Confidential Verifiable Transactions-5 PP = (p, g).

>> p=int64(268435019)
p = 268435019
>>g=2;

Declare Public Parameters to the network PP =(p, g); p=268435019; 0=2;

. PrKA = x <--randi ==> PuKA = a = g*mod p; AA: PrKaa =z <-- randi ==> PuKx = beta = g2 mod p

>> x=int64(randi(p-1))
X = int64(220099152)

>>a=mod_exp(g,x,p)
a=174059961

>> z=int64(randi(p-1))

z = int64(49750938)

>> beta=mod_exp(g,z,p)
beta = int64(213338364)

clp AA
28 PrKe=2z
PuKa= B
m1=2000 UTxO c3p T c4p &:
nl=g™ mod p m3=1000 L SN c3b=Enc(b,i5,n3) ="
B1: cla=Enc(a,il,nl) cla m3 i Prie=y
LeoF '.1' 1 n1=Dec(x,cls) |N3=8™ modp PuKe=b
clp=Enc(B,j1,n1) Comp(n1)=m1 | 3#=Enc(B,i3,n3) —1
#.
m2=3000 PrKa=x :
- 2 =
R2: n2=g™ mod p PuKa=a m4 4(100
—gh
c2a=Enc(a,i2,n2) c2a :j[;fEncT[;)?4pn4) i |
c2p=Enc(B,j2,n2) n2=Dec(x,c2a) e
Comp(n2)=m2
cla l c2a c3p c4p
Net

Enc (4; iy Py) = Cra = (Ew, Da) = (- Q,M P @M) W””//’
EV)C(Q?L‘Z, Ny ) ==Coa= CEZQ;DZQ>: anla” 5 QLZ) Wﬁﬁ/P
a/(a' Cza = 0420_ = EM&(a? &r,[z) h{z) = (Q{ZQ)ID/fZa) = (V)lz’ab/f?j g&/Z) = 0420_

bir =Gyt L2 med (p-1
m,(? = Wier)z ;/Viﬂp/ P

Cl2a=( El2amodp , D12amod p)

Cl12a = ( E10*E2a mod p, D1a* D2a mod p)
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£ne (@7 ‘35 V)3) = C3p = (Ezp, Dj‘p) = ("73° G0g 5 @.U’g) Wpﬂ//’

Enc (sl mu) = Cyp= (Bygy Dyp) = (14 67, g*) med p

Cap Cyp= Cayp= enc((y L3y, ﬂg[{):CE—gL/@jﬂzqﬁ):Cbgq '/abgﬁljgbs‘fjs -
Lay :CL3+LL/)Mﬂﬁ'C;>«1)
Ny = 301y wod P
C34beta = (

E34betamodp , D34betamodp )

o rea &
C34beta = (E3beta*E3beta mod p, D3beta*D4beta mod p

L traysaction Gptace 15 LA 1 g+ Wy = 2000 42000 = 1020+ opp = My k Wy,
. e, m; "
The ; = ’ = ’ B
hen since M= Py V)z—_g g “nood P 3’ MﬂdF Ngy = 123, =1

wm w W=+ W
mSLf; V?S"DH:Q;%?’ L;’MOL/P:Q' 3 gmﬁdP

>>m1=2000;
>>nl=mod_exp(g,m1,p)
nl=28125784

>> i1=int64(randi(p-1))
il =int64(207414820)
>>a_il=mod_exp(a,i1,p)
a_i1=192148999

>> Ela=mod(nl*a_il,p)
Ela =207347548

>> Dla=mod_exp(g,il,p)
D1a =202537833

cla =(Ela, Dl1a)

Verification: Dec(x, cla) = nnl
>> mx=mod(-x,p-1)

mx = 48335866

>> D1la_mx=mod_exp(D1la,mx,p)
Dla_mx = 75547583
>>nnl=mod(Ela*Dla_mx,p)
nnl=28125784

>>m3=1000;
>>n3=mod_exp(g,m3,p)

n3 = 260099963

>> i3=int64(randi(p-1))

i3 =int64(137379932)

>> beta_i3=mod_exp(beta,i3,p)
beta_i3 = 14259017

>> E3beta=mod(n3*beta_i3,p)
E3beta = 167897317

s MO hAta—immAd Avial~ iD W)
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Incomes

>>m2=3000;
>>n2=mod_exp(g,m2,p)
n2 =222979214

>> i2=int64(randi(p-1))
i2 =int64(67446699)
>>a_i2=mod_exp(a,i2,p)
a_i2=211790072

>> E2a=mod(n2*a_i2,p)
E2a =77938423

>> D2a=mod_exp(g,i2,p)
D2a = 82080815

c2a = (E2a, D2a)

Verification: Dec(x, c2a) = nn2
>> mx=mod(-x,p-1)

mx = 48335866

>> D2a_mx=mod_exp(D2a,mx,p)
D2a_mx =57701660
>>nn2=mod(E2a*D2a_mx,p)
nn2 =222979214

>>n12=mod(n1*n2,p)
nl2 =143845522

Expenses

>> m4=4000;

>> n4=mod_exp(g,m4,p)

n4 = 246637967

>>i4 = int64(randi(p-1))

i4 = int64(225960178)

>> beta_i4=mod_exp(beta,i4,p)
beta_i4 = 159771180

>> E4beta=mod(n4*beta_i4,p)
E4beta = 195130083

>> Ddheta=mand exnl(s id n)

>>E12a=mod(Ela*E2a,p)
E12a=52532683
>>D12a=mod(D1a*D2a,p)
D12a=32918394

Cl2a= ( Elfa, D12a)

C12a = (Ela*E2a,D1a* D2a

Verification: Dec(x, c12a) = nn12

>> mx=mod(-x,p-1)

mx = 48335866
>>D12a_mx=mod_exp(D12a,mx,p)
D12a_mx = 253324389
>>nnl12=mod(E12a*D12a_mx,p)
nnl2 = 143845522

>> E34beta=mod(E3beta*E4beta,p)
E34beta = 57420210

>> D34beta=mod(D3beta*D4beta,p)
D34beta = 107062668

C34beta=( E34beta, D34beta)

N T - N

C34beta=(E3beta*E3beta, ‘L
AL e AL
D3beta, D4beta)



peta_Is = 1425901/ e &

>> E3beta=mod(n3*beta_i3,p) >> E4beta=mod(n4*beta_i4,p) C34beta=(E3beta*E3beta, Jl

E3beta = 167897317 E4beta = 195130083 'D3beta, D4beta)
>> D3beta=mod_exp(g,i3,p) >> D4beta=mod_exp(g,i4,p)

D3beta = 65145889 D4beta = 229603826 Verification: Dec(z, c34beta) = nn34
Verification: Dec(z, c3beta) = nn3 Verification: Dec(z, c3beta) = nn3 >>mz=mod(-z,p-1)

>> mz=mod(-z,p-1) >>mz=mod(-z,p-1)

mz = 218684080 mz = 218684080 >> D34beta_mz=mod_exp(D34beta,mz,p)
>> D3beta_mz=mod_exp(D3beta,mz,p) >> D4beta_mz=mod_exp(D4beta,mz,p) D34beta_mz = 169945498

D3beta_mz = 258869169 D4beta_mz = 218460911 >>nn34=mod(E34beta*D34beta_mz,p)
>>nn3=mod(E3beta*D3beta_mz,p) >>nn4=mod(E4beta*D4beta_mz,p) nn34 = 143845522

nn3 = 260099963 nnd = 246637967

>>n34=mod(n3*n4,p)
n34 = 143845522

>>nn34=mod(nn3*nn4,p)
>>nnl2=mod(nnl*nn2,p) nl2 = n=n34 = 143845522 nn34 = 143845522
nnl12 = 143845522

T mwst prove 1o the net, that Cuq ond Caup encrypted the same
Cipherfexte Eguivalericy /okap;é.

Value gy = 3, =N

The $tptement st or thic proof is the ollpufivg :

st = “(5420.,634,(:, L0, (Y Foreampl i o= gxmm’fb
Pul = o e a Stakewent ot X.

For pl”ﬁﬂtf ﬁ FMD/QVMZ%( Zéhé rates Zﬂ?éggf—§ “, »r and (- ,}7) mpd[P_,_{)

. . _ . -2 >> u = int64(randi(p-1))
U = rands Cgf—/f) ;L4 = "g Oz, » P2 u = 234711265

. >> v=int64(randi(p-1))
W —— randl (Jpos) > v = 223454508
Y MDDI CP _ i) —_— > wmr D = w2 C"‘)_9 P '4) >> mv=mod(-v,p-1)

mv = 44980510

4, The %ﬂfgpw{ng Loy Enepts -@i‘il te, 423 ake W}M/uf-/ag!;

i—i - gu Mpd,p >>tl=mod_exp(g,u,p) >>D12a_u=mod_exp(D12a,u,p)
t1=160710747 D12a_u=46284380
f . g’ly mpd P >> t2=mod_exp(g,v,p) >> beta_mv=mod_exp(beta,mv,p)
2 y - t2 = 131605032 beta_mv = 81562027
v 2 3=mod(D12a_u*beta_mv,p)
= (D med >>t - -
(53 C w2a) " (2 P t3 = 8217992

2. The goltowirg h- value Is wmpﬁféﬂ’zzﬁhg ootz h—gunclion H -
h=t(allel+ z1t:)

a ® T1 t2 t3 t3-8217992

>> hsymb='174059961 | | 213338364 | | 160710747 | | 131605032 | |202608126' % t3 in hsymb is incorrect

hsymb = 174059961 | |213338364| | 160710747 |131605032| | 202608126

>> h=hd28(hsymb)

h =264802094 % leave this h=264802094
% for further computations

016_009 Conf.Ver.Trans-5 Page 3



3. 7[% hﬁvZug her B-K=x  and @ = L;inq) mad ([7“1) computes rand s
r=Xh+u)ped(p-1)
3 :@-A + fD’) ma/(}: —1)

>> xh=mod(x*h,p-1) >>i3 >>i34h=mod(i34*h,p-1)
xh = 2537232 i3=137379932 i34h = 50935534

>> r=mod(xh+u,p-1) >>i4 >>s=mod(i34h+v,p-1)
r=237248497 i4 =225960178 s =5955024

>>i34=mod(i3+i4,p-1)
i34 = 94905092

A dectirres the following cer of Oia 2o the Net

$Ciaiaap gy Capy U 18 0P s tastes by s} —— Mot
| | Net computes

oo
Y2070 ¥ Con Cavp T Cxp* Cup
- B S

l ‘
“eo= (Ea Fza) Do Daa) Cup=(Esp Eoy rg el
.

) /—_’_»—v"_’__\*—-\
7 g ) (Bt a4
Ega=u 877 3 Dy = ¢ g 39 s Recilc

Net e FZW% Froan sacdior corfedness Kg mu"g%inf the z)ép//pmwg [teptiticz

g'=a’. t; medp /) R peoes Zat ne Cnows het Bl =

= h
g = (Dgz{{;) s wwod ] S proves that she knows ber rando
pexametet \Layl used $or encryptton

gr: gxh+u: gxh . gu = (gx)h . gu =ah- t1 mod p;
gS - gi34*h +V — gi34*h . gV :(gi34)h . gV - (D34B)h . t2 mod p1
_534/&>h . (542a)’h" (Do) - ﬁ-s =ty mod

T prover Hat fpred on her knowledge #iawd@
the ciphertexts Cpa end Caup @re ogiuivacent.

(Ezqp)! = (N34 - Bi34)h = (n34 )h - pids*h,
(E122)™" = (n12 - ai12)-h = (n12)-" - a-(12*") mod p;

(DlZa)r = (gilZ)l’ = (gilZ*X*h + ilZ*U) — (gX)ilZ*h . (gilZ)U - ah*ilz . (gilZ)U - ailz*h . (DlZa)U mod p,

Bs = Brid¥*h-v = (-84 . gv = -i34*h . g-v mod p;
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(E34ﬁ)h i (ElZa)_h . (Dlza)r . B'S mod p ===

:::W . (n12) - a2 l ‘120 (Dyp)u Wmod —

If balance equation is valid, then N34 = n12 = n mod p then (n34)" - (n12)="=nh-n-"=1 mod p.
:::m@[j’%ﬂl@j (D122)Y - p¥mod p ===

=== 1 *(D122)! - BV === (D12a)" - P =ts.

Net

>> p=int64(268435019)
p = 268435019
>>g=2;

{Ciarfaay Gpr Capt U 185 B otisteyts; o}
gr=ghru=gt-gi=(g9)"-g¥=a"-t modp;
gS = gi34*h+v — gi34*h . gV :(gi34)h . gV — (D34B)h . t2 mOd p’

(Esyp)" (Eea) ™" (Do) - 375 = £5 oot p

>t1 =int64(160710747)

>> h = int64(264802094) >> E34beta = int64(57420210) - 160710747
h = 264802094 E34beta = 57420210 th =160
>> 12 = int64(131605032)
>> mh=mod(-h,p-1) t2 = 131605032
mh = 3632924 >> E12a = int64(52532683) o ed(Dira utbet
>> beta = int64(213338364) E12a = 52532683 e 8‘{2;’9;2 a_u*beta_mv,p)
beta = 213338364 >> D12a = int64(32918394) B
>> 1 = int64(237248497) D12a = 32918394

r=237248497

>>s = int64(5955024)
s =5955024

>> ms=mod(-s,p-1)
ms = 262479994

>> E34beta_h=mod_exp(E34beta,h,p) >>D12a_r=mod_exp(D12a,r,p) >> Ver=mod(Ver1*Ver2,p)
E34beta_h = 187587888 D12a_r = 81546199 Ver = 8217992 ’
>>E12a_mh=mod_exp(E12a,mh,p) >> beta_ms=mod_exp(beta,ms,p)

E12a_mh = 166027856 beta_ms = 104897990

Verl=mod(E34beta_h*E12a_mh,p) >>Ver2=mod(D12a_r*beta_ms,p)

Verl =137483493 Ver2 = 179105215

Robs astiong
BT | B2

Rlice actions
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The correctness of (30), (31) is proved by the following identities:
gr= gxh+u=gxh . gu = (gx)h . gu =ah- ty;
(33)
gs = glh+v = glh . gv =(gl)h . gv = (BB,E)h - to.
(34

The correctness of (32) is proved by considering every multiplier separately:
(epe)" = (E- B = E"- B, (39)
(ga) "= (1-a) " =1"-ak, (36)
(Ba,l)r = (gk)r = (gkxh + ku) = (gx)hk . (gk)u = ahk. (gk)u = ahk. (5a’|)u; (37)
B-s = ﬁ—lh—v = ﬁflh . B-v_ (38)

Notice that k is not known to Alice and is included in (8a,). If the transaction is honest,
then the transaction balance (1) is satisfied and I=E since. Then E"- | -" =1 mod p, and
putting it all together, we obtain:
Eh. ﬁlh Sh. a-kh . ahk . (Ba,l)u . B-Ih . B-v = (Sa,l)u . ﬁ-v =ta.
(39)
This is the proof to the Net that the balance equation (1) is valid.
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voc (L, Crp)  Dec(x,Coo)  Mz=_..




